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Evolution: Initial NCHRP SP2-59(17) Project 

Objective

To develop a Guide to Risk Management of 

Multimodal Transportation Infrastructurethat  

will provide state DOTs and other transportation 

entities with a risk management methodology

that can be used to conduct threat, vulnerability, 

and criticality assessments of their facilities and 

to determine cost-effective countermeasuresto 

prevent, detect, and reduce threats to assets on a 

multimodal basis.
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Evolution: Initial Approach to Multimodal 

Transportation Risk Management Methodology

2) Intermodal 

Transportation Asset 

Criticality

How important is the asset 

to the agency mission?

(criticality score)

3) Threat Characteristics

How likely is an attack?

How attractive is the target?

Will the threat be deterred?

What are the likely attack 

scenarios (weapon, mode, 

path, tactics)?

4) Vulnerability to 

Damage (VTD)

What damage will occur if 

the postulated attack 

scenario is successful?

(% loss)

5) Susceptibility to Attack 

(STA)

Will the threat be 

successful in accessing the 

asset without detection and 

defeat?

6) Consequences 

What effect will the loss have 

on the agency mission?

(% loss x criticality score)

7) Relative Likelihood

For a given threat scenario 

and VTA, how likely is a 

successful attack?

(% successful)

8) Risk Assessment

How likely is the attack to be 

successful and what are the 

consequences of a successful 

attack?

Risk = Likelihood x Consequences

10) Risk Mitigation 

Countermeasures Cost 

Analysis

What is the life cycle cost 

of implementing, 

maintaining, and operating 

the proposed measure?

9) Risk Mitigation 

Countermeasures

V Structural hardening

V Access controls

V Intrusion detection

V Lighting

V Fencing/barriers

V Security patrols

V Response force

V Etc.

1) Asset Characteristics

What are the salient 

features of the asset 

(configuration, structure, 

and security)?

Asset criticality scores

Structural features by asset class

Existing security features

Design threat

scenarios

Attack likelihood

(by threat scenario)

% loss due

 to attack

Relative likelihood of successful attack

Attack

Consequences

Score

Threat

Likelihood

Score

Relative

risks by 

asset class

Mitigate damage

Mitigate attack

Risk mitigation ñpackagesò

Physical

features

Physical

features
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Evolution: Focus on Realistic View of Utility Context

Current available risk management strategies are asset, mode, threat/hazard 
specific. These tacticalapproaches do not accommodate strategic,high-
level, multimodal, all-hazard considerations needed for overall agency-level 
planning, budgeting and allocating.

The full range of risks faced by a transportation owner/operator forms a 
continuum.  This range of risk requires a systematic, cohesive, risk 
management approach that encompasses all modes. 

Many Transportation agencies have already  internalized (1) natural hazards, 
(2) unintentional events and (3) some intentional threats (crime)  in 
established design standards and operational planning.  Adding terrorism as a 
separate matter

Agency threat management expertise is minimal, but risk awareness in terms 
of consequence understanding is keen.  CAPTA uses this knowledge as input 
to the assessment process with minimal resort to ñblack boxò methods 
(multiple T x V x C methods)

Refocused on management of consequences and cost implications ïan 
objective framework
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Evolution:  Capstone Role in State DOT 

Methodology Portfolio FIX

Costing Asset Protection: An All Hazards Guide for 
Transportation Agencies (CAPTA) 

 

Surface Transportation Security, 
Volume 6: Guide for Emergency 

Transportation Operations
(NCHRP Report 525 Volume 6) 

TCRP Report 86 Volume 11 

Security Measures for Ferry 

Systems

 

 

NCHRP 20-59(23), A Guide to 

Emergency Response Planning at 

State Transportation Agencies  

(NAS) 

DHS Special Jurisdictions (DHS) 

 

Transportation Security, Volume 12: 
Making Transportation Tunnels Safe 

and Secure (NCHRP Report 525 
Volume 12) 

 

Report To Congress On 

Catastrophic Hurricane 

Evacuation Plan Evaluation, 

(FHWA/DHS)

 

Other Asset, Mode, Threat, 
Hazard, or Sector Specific 

Guidance
 

2002 AASHTO Guide to Highway 

Vulnerability Assessment for Critical 

Asset Identification and Protection
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Evolution: Revised NCHRP SP2-59(17) 

Project Focus

To support mainstreamingan integrated, high 

level, all-hazard, NIMS-responsive, multimodal 

consequence-driven, risk management process 

into transportation agency programs and 

activities by providing a convenient and robust 

planning tool for top-down estimation of both 

capital and operating budget implications of 

measures intended to reduce risks to locally 

acceptable levels.
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Model: Key Features

Application Context
ïTop-down, program levelïto support resource allocation 

ïConsequence-drivenïbased on user-selected thresholds (ñpossibilisticò)

ï Iterativeïuse to compare/refine  assumptions

Model Attributes
ïObjectiveïwhen possible use data rather than ñbest judgmentò  

ïTransparentïavoid ñweighting and ratingò

ïConsistentïuses simple, available data and criteria, standard data base, 
default values

ïReplicableïidentify basis of all judgments

User Features
ïConvenientïuses available resources (people and software) and 

imbedded data model

ïScaleableïsupport a range of user contexts, mode, hazards, 

ïExpandable ïto accommodate new threats/hazards, asset types, and 
countermeasures
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Model: Ease of Use

Uses language familiar to owner/operator community

Choices offered ïñbasicò or ñenhancedò versions

Integrated data base and user interface

No special hardware/software (Uses MSExcel®)

Simple identification of inputs and thresholds

Iterative analysis (simple enough to assess multiple options)

Default values provided for ñquick lookò analysis (threats 
and hazards/asset data/countermeasure selection and 
analysis)

Ends with summary report showing committed resources 
across assets


