Burns &, |

| —

| McDonne]T_’

Building Security Ratings

Measuring and Managing Risk

Jon A. Schmidt, PE, BSCP
Director of Antiterrorism Services
Burns & McDonnell, Kansas City, MO
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SECURITY COUNCIL

28,000 Incidents

- Government/Military/Diplomatic

- Police

Education/Transport/Utilities

Terrorism
Worldwide
1998-2007

Private Sector

99,000 Injuries 48,000 Fatalities

Source:
MIPT Terrorism
Knowledge Base
(www.tkb.org)
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Premises Security Claims in the United States
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Source: “Security: A Blueprint for Reducing Risk,” Buildings, February 2006
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The Need

 Comprehensive
* Integrated
« Balanced
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Summary

* Overview

» Rating Process

« Submission Procedure
* Potential Benefits
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Enhancing public safety by promoting building security.
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Encouraging protection that is more than the sum of its parts.
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UNIFIED FACILITIES CRITERIA (UFC)

M

P OO

Risk Management Series

Reference Manual
to Mitigate Potential Terrorist Attacks Against Bulldings

Decernber 2003

& FEMA

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

DESTRIBUTION STATEMENT A Apprevad for Public Release:;

ENEIENLON 5 uItrniiEg

COPYING, DLTLIWATION, OF DIRTEIEUTION OF THESE OFAWLITGR, PLAIT:,

I3CSECURITY DESIGN CRITERIA
For New Federal Office Buildings and

Ilajor Modernization Projects

The Interagency Security Committee

Reptember 29, 2004

FEOFTETY OF THE TNTTTD I TATE: G0 VEEITENT

OF. SPECIFICATION: T0 TNATTEORIZYD T: FES I PEOEIEITID

Th not removethi notice.
Properly dectroy documents when ne knger nesed.
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Field Evaluation

 Mandatory ltems

* |tems Worth 1 to 6 Points

» Partial Credit Available

« Some ltems Not Applicable
* Bonus Points for Innovation

info@buildingsecuritycouncil.org

Phone: 703-295-6322 Fax: 703-295-6415



B MCDonndl

SINCE 1898

All
Required
ltems?

Advancement
Threshold?

Achievement
Threshold?

Yes
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Class Rating Countermeasure NAeggfgvzo Needed to
Level Rating % Advance %
Platinum Level 5 60.00%0 N.A.
A Gold Level 4 60.00% 90.00%
Silver Level 3 60.00% 90.00%
Bronze Level 2 60.00%0 90.00%
Platinum Level 5 40.00% N.A.
B Gold Level 4 40.00% 50.00%
Silver Level 3 50.00% 60.00%
Bronze Level 2 50.00% 60.00%
Platinum Level 5 20.00% N.A.
c Gold Level 4 30.00% 50.00%
Silver Level 3 40.00% 40.00%
Bronze Level 2 40.00% 40.00%
Platinum Level 5 10.00% N.A.
D Gold Level 4 20.00% 20.00%
Silver Level 3 30.00% 30.00%
Bronze Level 2 30.00% 30.00%
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Documentation
Adequate?

Yes NoO

Rating Yes
Confirmed?
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Potential Benefits

* Decision Support
* Loss Control
* Liability Mitigation
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SAFETY Act - Applicability

* Act of Terrorism
* Designated Technology
* Possibility of Loss to Seller
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SAFETY Act - Ramifications

* Litigation Management
* Risk Management
 DHS Interpretation
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Potential Benefits

* Decision Support

* Loss Control

* Liability Mitigation
 Insurance Discount?
« Competitive Edge?
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Questions/Comments?

« Jon A. Schmidt, PE, BSCP
Director of Antiterrorism Services
Burns & McDonnell

— Tel: 816 822-3373

— Fax: 816 822-3415

— jschmid@burnsmcd.com

— www.burnsmcd.com/security
— www.buildingsecuritycouncil.org
— www.plusrating.org
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