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Country: Federative Republic of Brazil

Capital: Brasília (DF)

Total area: 8.5 million km2

3.3 million sq. mi. (world’s 5th 

largest nation)

5 Regions: North, Northeast, Southeast, 
South, Western Center

Population: 187 million (2007)

Language: Portuguese

Economy (IMF): 9th biggest economy

Per capita income (IMF): US$ 9,695.00 
(PPP)

Currency: Real (R$)

Some Facts about Brazil



� Continental country with a rich landscape where nearly every type of 
vegetation and climate can be found

� Because of Brazil’s size and discrepancies in social, economic and cultural 
areas, telecommunication:

� plays an important role in social inclusion

� are essential for national integration

Some Facts about Brazil

http://www.curitiba-brazil.com/foz-iguacu.htm



News published in Brazilian newspapers



News published in Brazilian newspapers

� Internet blackout disrupts essential services in São Paulo (July 2008)

� Internet blackout exposes risks of cyber-dependency (July 2008)

� Rain causes mudslides, leaving people isolated in several cities in Santa 
Catarina (November 2008)

� Brazilian federal government computer network faces 87 virtual attacks per 
hour (January 2009)

� Heavy rains leaves over 5,000 people isolated in Maranhão (May 2009)

� Third one swine flu cases confirmed in Brazil (June 2009)

� Fire causes Internet and phone outage in Porto Alegre (June 2009)
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Brazil’s CIP Project History…

Funttel approves 
CTIP project

CPqD starts 
a CIP project

CPqD and Anatel 
start Brazil’s CTIP 

project

Brazil’s CTI is identified 
(preliminary version)

Brazil’s federal agencies invited to 
identify their CIs in the scope of 
Pan/Parapan American games



Brazil’s CIP Project History… (cont’d)

Interest in CIP 
grows in other 

sectors

CTI used by 
Pan/Parapan

2007 is identified

Creation of Brazil’s 
CIP Program

Brazil’s CTI is identified 
(extended version)

Brazil’s CTIP
initiatives published

in the CIIP Handbook

Brazil’s CTI 
threat analysis 
accomplished
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… and the Project Future

CTI risk 
assessment

Interdependency 
analysis

CTI protection 
system 

development

CTI controls
and plans

implementation

Application of CIP 
program in other 

sectors

CTI management 
system 

development 

20102009



� Risk management is a complex task by itself

� CI risks must be considered on a nationwide level

� Security incidents can impact the country in different ways:

� Socially

� Politically

� Economically

� CIP must involve society, academia, government and industry

� CIP strategies are different from country to country

CIP Challenges



� Identify Brazil’s Critical Telecommunication Infrastructure (CTI)

� Map interdependencies between Brazil’s CTI and other CIs

� Establish a risk management process

� Propose recommendations, plans and standards to:

� Prevent security incidents

� Assure service continuity

� Deal with disaster recovery

� Support the creation of new rules, policies, standards etc.

� Create a management system for CTI Protection

CIP Project Objectives



Brazil’s CIP Model

� Based on risk management principles

� Composed by a set of methodologies and a set of tools

� Risk elements (assets, vulnerabilities, threats, threat 
agents, probabilities, impacts), are identified, analyzed 
and treated by these methodologies

� Risk management (mainly risk communication and 
monitoring) supported by tools

� Protection plans (disaster recovery & incident handling) 
creation helped by simulation tools

� Supports scenarios of different scales (country, regions, 
states, cities, assets)



The critical infrastructure is identified based on the context created by 
social, political and economic factors that can impact the country.

Brazil’s CIP Model (cont’d)



Brazil’s CIP Model (cont’d)

An ideal scenario is the scenario in which there
is a security control for every identified threat.

It would be the “perfect” world.



The ideal scenario is compared to the actual scenario.

Brazil’s CIP Model (cont’d)



Brazil’s CIP – Set of Methodologies



Brazil’s CIP – Risk Management Process

AS/NZS 4360 / ISO 31000 
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Methodology for Identifying and Analyzing 
Threats – MIdA²

MIdA2

Methodology for 
Identifying and

Analyzing Threats

MIdA2

Methodology for 
Identifying and

Analyzing Threats

MIdA2MIdA2

Methodology for 
Identifying and

Analyzing Threats



Why CIP is so complex?

Multiple ownersSingle ownerAssets ownership

All information 
needed is available

One or few 
(“dictatorship”)

Small to moderate

Company

Information available is 
insufficient and/or outdated

Information 
availability

Many
(“democracy”)

Number of decision 
makers

LargeComplexity

Country

Business Continuity in a company 
vs.

Critical Infrastructure Protection within a country



MIdA² Phases
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MIdA² Features

Information collected from infrastructure operators include:

� Assets criticality index

� Impact

� Likelihood of occurrence

� Mean recovery time

� Observed frequency of threat occurrence
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MIdA² Support Tool

� Different critical 
infrastructures

� Situation room

� Risk levels ® colors

Unclassified Illustration



MIdA² Support Tool (cont’d)

Search box:

� Search by
location,
risk level
and threat

Unclassified Illustration



MIdA² Support Tool (cont’d)

Asset properties box:

� Info for risk evaluation

� New info included directly

Unclassified Illustration



Asset threat box:

� Threats associated

� Interconnection with other 
assets

� Impact on asset for each 
threat

MIdA² Support Tool (cont’d)

Unclassified Illustration



Asset profile box:

� Info about services
affected by a security 
incident

� Interconnection with other 
assets

� A fire department station
can be seen

MIdA² Support Tool (cont’d)

Unclassified Illustration



MIdA² Support Tool (cont’d)

Asset profile box:

� Info about services
affected by a security 
incident

� Interconnection with other 
assets

� Besides the fire
department station, bank
offices and hospitals can
also be seen

Unclassified Illustration



� What-if analysis
(simulation)

MIdA² Support Tool (cont’d)

Unclassified Illustration



MIdA² Support Tool (cont’d)

Asset profile box:

� Info about services
affected by a security 
incident

� Impact on assets due to a 
set of threats

� Interconnection with other 
assets

Unclassified Illustration



MIdA² Support Tool (cont’d)

Simulation menu:

� Impacts due to a 
particular threat

� Impacts due to different 
levels of service availability

Unclassified Illustration



MIdA² Support Tool (cont’d)

Results box:

� Service coverage
area affected

� Assets and major 
customers affected

Unclassified Illustration



MIdA² Support Tool (cont’d)

Recommendations box:

� Increase radio
station gain

� Activate contingency site

Unclassified Illustration



� As shown, 
services were not 
totally disrupted 
because of 
nearby stations.

MIdA² Support Tool (cont’d)

Unclassified Illustration



� Complete the risk management process in the telecommunication 
sector

� Apply the set of methodologies to other critical infrastructures

� Develop simulation software to:

� analyze interdependencies among infrastructures

� analyze dependencies within an infrastructure

� Establish international cooperation

� Set up processes for information sharing

Brazil’s CIP Future Activities



Lessons Learned

� The assumption that not all information will be available has 
proven to be very useful  

� Establishing trust relationships among all players is crucial

� Information sharing is not only important, it is essential



“Prediction is difficult, especially of the future.”
Niels Bohr

“The best way to predict the future is to invent it. ”
Alan Kay



Thank you!

Questions?

Sérgio Luís Ribeiro

+55 19 3705-5753

sribeiro@cpqd.com.br

Regina Maria De Felice Souza

+55 61 2312-2065

reginas@anatel.gov.br


