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• Methodology



The Problem
• Methodology and terminology have grown 

and incubated in a number of government 
agencies, companies, and academic circles 
without sufficient overlap,

 

resulting in 
confusion, misunderstanding, and 
incompatibility of results. 

• Progress in security risk analysis is 
hampered by the inability of practitioners to 
communicate with each other about progress 
and needed improvements.

• The continued development of government 
methodologies absent the resolution of this 
problem resembles  the building of biblical 
Tower of Babel.

• The problem has eluded a government-led    
solution for nearly two decades.



The Problem

“A disciplined approach to 
managing risk will help to 
achieve overall effectiveness and 
efficiency in securing the 
Homeland. In order to develop 
this discipline, we as a Nation 
must organize and help mature 
the profession

 

of risk 
management by adopting 
common risk analysis principles 
and standards, as well as a 
professional lexicon.”

- Nat’l Strategy for Homeland Security, 2007



Failure Factors

• Past attempts to standardize common lexicon in 
security analysis have all failed because: 

– The lack of opportunity for industry participation ensured lack 
of consensus and buy-in

– Their champions attempted mandated standards but lacked 
organizational authority to dictate standards to others

– Their standard lexicons failed to meet the needs of users 
outside of their own sphere of awareness

– Their standards were often thinly-veiled attempts at promoting 
a commercial solution



Standards
• Company and Government standards

– Company standards are dictated within an individual corporation, and 
government standards are dictated within the government. Both of these 
are standards governing internal practices of those limited bodies.

• � Industry standards 
– are agreed upon by all the major actors in a given industry, but without 

the reasonable input of third parties, consumers, or other concerned 
entities.

• � Legal standards 
– are instituted by law and international standards instituted by treaty, 

both of which are widely accepted but rigid and unresponsive.
• Voluntary consensus standards

– specifically require that due-process procedures be created to ensure 
the concerns of all parties are accounted for fairly. 

– includes widespread participation such that all interested parties are 
accounted for, with an open forum for unfettered debate and protections 
for minority viewpoints 

– ensure a consensus, rather than majority, decision-making system.



The SARMA Approach
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Essential Success Elements

1. Voluntary Consensus (as opposed to dictated standards)

– Openness
– Balance of Interest
– Due Process
– An Appeal Process

2. Inclusive Development
– Across federal agencies, S&L governments, and the 

private sector

3. Technology Facilitated
– SARMA-Wiki Collection and Collaboration Tools
– Concept Mapping and Linguistic Deconstruction (Perigean 

Technologies) 



Methodology Overview

• Phase I Definition Collection
– Begins with collection of currently-used definitions provided by anyone 

on the SARMApedia wiki

• Phase II: Concept mapping redacts all definitions to core 
terms:
– Allows discussion distinct from parochial and unique interests
– Separates core ideas from secondary ideas and gratuitous verbiage

• Phase III: Discussion amongst a team of experts creates 
a proposed definition
– Concept mapping process shows clear origins and thought process



Methodology – Phase I
• Wiki Functionality aids documentation effort

– Article

 

provides current state of knowledge
– Discussion

 

allows practitioner debate even after initial 
consensus and publication

– All users can edit

 

in Phase I
– History

 

documents all changes, sourcing to user and remaining 
available in a perpetual archive



Methodology – Phase I

In the screenshot above, you can see an example of the revision tracking inherent in the 
MediaWiki technology. Every revision ever made to a page is tracked, word by word and line by 
line, and tagged with the date, time, and user ID of the editor. In this example, the sixth definition 
of Asset was added to SARMA Wiki based on information from a DoD directive on DCIP.



Methodology – Phase II

SARMA Consensus Definition
An asset is something of value that may 
be subject to harm or hazard.

Definition Context
Several key issues arose during the discussion of the asset 
concept map while generating an agreed core definition.  
1)  Targeting: Almost all definitions of asset currently include 
explicitly or implicitly the concept that assets are targeted by …

Discussion by panel of experts 
results in dictionary and 
encyclopedia entry for each term – 
this explanation makes the process 
explicable and transparent to later 
readers.



Methodology – Phase I
• Collect Current Definitions
Common Definitions

CIA Definitions

DHS / NIPP 
Definitions

DOD Definitions

Private Industry  
Definitions



Methodology – Phase III

• Proposed definition goes to a broad-based group of 
participating practitioners and stakeholders

• Online collaboration allows decentralized polling and 
consensus

• Voluntary consensus standard 
methodology improves reputability  



The Result Is:
• Consensus Definition 

– i.e. “An asset is something of value that may be subject to harm or hazard.”

• Discussion of Definition Context
– “In deconstructing existing definitions for asset we find core issues involving 

Targeting, Protection, Intangibility, Consequence, Ownership, and Types…”

• Sub-concepts
– “Attractive, critical, human, tangible, intangible”

• Usage
– “Used as the component of risk analysis approaches to represent the entity 

being assessed for protection or other preservative actions…”

• Concept maps showing process
– Diagrams available with a logical online click-through process

• Historical capture of past usage (and relationships to current definition)



The Deliverable

• An on-line dictionary of voluntary 
consensus definitions are then 
published and released free to 
Government and Industry for their use

• Periodic review and revision allows 
future improvement and changes

http://sarma-wiki.org/index.php?title=Asset

http://sarma-wiki.org/index.php?title=Asset
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